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FERRERER
BA At R B SR A R 4 7

1 BE

FIRENE T RBEREH I/ MR IL(TCP/IP) BB ki K5 AL &7 R EARE RN
AR T

FAFHEE AT R AR H I/ MR (TCP/IP) I By K 352K f5 B R 27 B N BHH A7 W
BRAIEAG .

2 RMEHIAXH

TR XHPHEZFELTRIREMNSI TR ISR ENER. LEEBHMSIAXH, RERERE
BB E(FRABEHENARRRBITIRYREH TR, AT, KRR BER SRS T HE
REAEHAXEXGHBHEA. LA B N5 A REFEAERFAIRE.

GB/T5271.8 {EB#HAR W\ % 8 ¥4 .% £ (GB/T 5271. 8—2001, idt ISO/IEC 2382-8;
1998) . 4 '

GB 17859 HENGRARELZLRIPERAUSEN

GB/T 18336.3 fERHEAR X2HEAR (FEHEARLHTFMAHEN HIWL - TLRFRIEER
(GB/T 18336. 3—2001,idt ISO/IEC 15408-3:1999)

3 RIFEMEX

GB/T 5271.8.GB 17859 #1 GB/T 18336. 3 W W LA R FAIARIBEME SN ER FEIREE.
3.1
Bt firewall
— A R—EERAFRELRBEHNERET LB EEHET R MRS,
3.2
RER L internal network
T B kS PR B R R B X R BRI X8, R IR B A AT R R .
3.3
SNEBLE  external network
i 3o B K 355 R B R T A KSR R P K3
3.4
EFLHEE demilitary zone -
— AW 3o SR AL 48 IR 45 B934, 2B KRR B B KB S AWML SN R E R, AT
5RFRERR MR LR, WH BRI E LM R4 (secure service network) ,
3.5 '
RELEM  security policy
FXAEH RAPARXGRBREENER HAEMEHEAN .,
3.6
BINEE R authorized administrator
RA K EBERE P ,ﬁﬁﬁﬁkﬁﬂ‘]%ﬁﬁﬂﬁ\ﬁéﬁmﬁ\ﬁﬁ HESHTEHA.
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3.7

{54 trusted host

TR T A PR B 5 4 2 Bl K B A E L.

3.8
F#Hl hest

— &5 KEAEAERKILE, EEN R R SR EH T HTER.

3.9
AR  user

— AR O 22 4 S W B B T S A T IR I K M B — A A A L S AR B BERG T B
KRR PITHRUR . :

3.10

ErtE throughput |
Bi KSR EQBR THRBENEES, — BT EBIR BN E 4 (Bl R RRR.

3.1
FEIR  delay

048 WU 55 S5 — L B AR R 3K B K 3 P R 4 i A Oi O ZE 35048 TR 5 — A L 1 B A Bl K
A1 IO 45 4t 3 11 2 18] 6 B 1) () R

3.12

TCP B XHEZZEY maximum concurrent TCP connection capacity

B k3 BT REAR FR A Bk TCP I R BB & .

3.13

TCP 2 X ZE#HEZE maximum TCP connection establishment rate
By ki BBt ] N B RE B L B K TCP B, —RMEEWNEERH.

4 FSMEME

DMZ
DNAT
DNS
FTP
HTTP
ICMP
1IDS

1P
NAT
POP3
PBR
SMTP
SNAT
SSN
STP
TCP,
UDP
URL

FEHK

B # ) 2% 3b k 5% 2
ARG
Xt

B A R B i

P i 42 il 48 ST
ARKB ARG

R BR B

4% i 4

RS Hpi 3
B B

B R AR A B

5 W % st ok 3% e
TGP
A A B

12 4 42 1 L
AP BRI
G — B E a8

Demilitary Zone

Destination NAT

Domain Name System

File Transfer Protocol
Hypertext Transfer Protocol

Internet Control Messages Protocol

Intrusion Detection System

Internet Protocol

Network Address Translation
Post Office Protocol 3
Policy-based Routing

Simple Mail Transfer Protocol
Source NAT

Secure Service Network
Spanning Tree Protocol
Transport Control Protocol

User Datagram Protocol

" Uniform Resource Locator
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USB HEARTEL Universal Serial Bus

VLAN B BHEM Virtual Local Area Network

VPN BEHM Virtual Private Network

VRRP BB BESITETN Virtual Router Redundancy Protocol
5 BREXK
5.1 BKkizAg

5.1.1 #HARERSH

ARSI KB AR ARE RS HIEE MR R RBIEERNA KRS, Ko, EERE X
KiEFE RN EZNELTIEREAANER CEAT R NARE. AFTR . ZE2FtMELER
o M BRESR N B KSR ALK B M RE SRR R R PN F L B VER BRI R E R R K E R
HRELEREX B AL B SRS RE RENER, A& MM &R E; RIEERNY
EERTB KSR EFBG KA B SR R ER, AN ERRE A 5RE BEXHE.
5.1.2 RLEH

A AR MK HE GB 17859 1 GB/T 18336. 3, 3 4 1% H A WIVEATENLI W IF LR IR BE B K= d
FFRBUR BT KIS BB T REESRIS . BREEHA—R R EZREABRBEHRI, WM
B KLBEMREERERRESRUFNWEEKE. BLEARUBZLMBHE  HERKAMEAFR
R4 R .
5.2 ThEEEXR
5.2.1 —RFERMEER
5.2.1.1 hgEEXRI%

— RSN ERB R 1 FFIHE AR

1 —HERIEERAAB

e % AT H E K
SR BRIAEE AR R
XRETF 1P sthhk & U5 A 42
EuR):
SORFEET 0% 10 R [ 45 1
KRR T HLRE iR EH
IdEae: X3RRI B
NAT SRR NAT
R 1P shat (B B A F S B0 W R AT SR
mEG
XREHERVBRTE AR S

HHRT SRR BSR4 A B 2 SRR S B U ) 5K

X0 E K B A MM DMZ 8% £ B S0 8 U A oK
3R 1T SR AT ] P 5 R 5k B K B o R R 4 SRR T R IR
FRICRBJORE BTN

HIHERAA

X B EH YR

XHEASHER

REAEEELR

EEEIT
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B % EEW B ER

ERHMEREER K0S LR
SR EREER VT EEN . BV P T 805 5

o XHFBAEREE

_ XHRBHEURLEHEXNBESHK
XHERE EANBRELER
XHEEFIAE

5.2.1.2 @i

5.2.

B X 355 LR 2 40T IR TN BB, RAREEARBERINT -

a) B kAR RS R R /AN £ RN, BPRRAE SIS A F , BB EE Ik

b) Bk RLEMN AR T IP ik, H & IP st 4915 1§

o BiABMELRWNESETIRRD.B 8% O MR ER;

d BABEHELRBNEESETHIEBMTIRER.

1.3 EAKE :

B FAARERES R 5T A BY B ok EL A& AL R AR 8B, BN 24 X #f HTTP.FTP, TELNET.POP3 i

SMTP il i i A HE

5.2.

5.2.

5.2.

1.4 NAT
A EEME AR KIS RS NAT 68, REBEARZERNT .
a) By k%A XA NAT:SNAT 1 DNAT;
b) SNAT R ZEDAEHR X —"HitFik,  FHARMEENEF RSP LN, KT IP i
B B
c) DNAT R E/A[LE“—X 27 it 74 , % DMZ (4 1P stuht B S R S PI 48 & 35 1P sttt ,
HMER R 48 3 L8 13 5 (3] B 5T b dik SEBXG DMZ iR %5 8% 8915 15 . '
1.5 Fixgit
B kN B ERBG T IEE, RAEARZERNT .
a) B kR AEAEE T 1P suhk 4 RS BRI M N BV B SRR BT A & 4T W B 463t
b) B kENEEEHREURRERALREBLE TSR,
1.6 T&Wit
B kSN H A REHETIEE, RAAEARERNT .
a) iERBHER
1) BB ko SR ug fo i B9 SR I 45 U 1) N BRI 4% \DMZ Bl k8 B B U5 (813K
2) WPy KO SR AU O A IR T 48 R DMZ i ) S BB P 4% AR 45 19 U5 [R) 5K
3) WAL . S EBR 4 DMZ & i 6 3 B 27 80 51 B 3k B K 38 00 R & 2 SR ek 1 15 1)
K
4) HREZEFHJOEEHEEDOMERSHLEHER.
b HEHRE
D #EAREHNE, LA CEE A, RLAQER 5B
2) FERAMHER Fiba . BARta FOROMBRRO%.
c) HEEH
D Bk R AFENEERAVIF B &
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2) B KHRE TR 5N SRR B RS AER M BR A I 2 AR 5 :

3) BrABMEMERERISHN IR . FARAFRNERRFERERTR;

4) B KEERRGEXT H B — E R R AT RS BE X F B4 LR B A
ID. %14 ID S HEF 8T EE

5.2.1.7 &R
By k15 0 A BT BE, AR ARERINT .

a)

b)

c)

FHEZe

D IHERNEEFHOSEHN T BOLRERELLER;

2) B K RIZE BT SAUVE R T A4S E 4L HLR R P SR AT AE A B R BT, XA B
FE R S XN EVLR P BT — B SR .

HETA

1) By KR X 338 5T console Yy K AT A< 3ty B 2 5

2) By KRR MR O ST EEEE,

HHEEEN

D PiASERENEEARMRENBEREZSEEAXNEESHIIEE;
2) PBAERENEEARKEER EAMBREHELRBOIIGE;
3 BiJOEmEAVE R REAEET I SN,
5.2.2 ZHZFRIMEER
5.2.2.1 ZhEEERIIE
THERBRBWHE R HEINEERI, FFIMME 2 FIRHINEER.

2 ZHFRKEMANIEERAR

I BE 43 26 e B EoR
X EET MAC #ak #v e #5 %)
A 3% R EE T B 1) A9 1 8] 4 A
XRETFHPBE XKL FEBV R
RERT FRET RS B AR &1 a4 H
F¥#HET URL 899558 %)
HEARR
X R T EF RS L s v A i
B AR R X AR E
NAT A NAT
IP/MAC X IP/MAC it 88 5E
ik 48 XRRW Pt EA
A F D X FTP M3h 2% O FF i
. FHRERECGER R ARE
SFBE B B
IRRBEE I BEE
HRER XFE PG AR K/ R
XY A RS RN
WAL
¥ VRRP f1 STP thiX
RBWE XHEREARSEINELERE R
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®2ED

Theesr 3 ' IRET B ER

FIIERX B KRS B S HBRE

SR RTE B KB B O L AR

ST B A TR0 B R BT SR R Y 8 B4 B B0 1R

ZeWit XFHEERFRNEHNRE

XRHASERIREHARRE

X HF A EMGET OTR R

XRHHERETFER

XHFEBRF . USBARESHEMNFERRE

X LR R WAL

g B EHENEER TEEN.ENRAPRE—-Z2EY

IREBEERE

TR RS RMEHERRS EE

5.2.2.2 a3
Bl ki N HL & S IRTh R, R A ARERIT -
a) PikEMELRB A EET MAC ik My RS ;
b) B ABEME &R AR TadE v RS _
¢) B EFEAPS AEXHELRE, LR LR MAC #hik 1P b 3% 0 L B R A
B E RS RETAHE .
5.2.2.3 R\
By ok 38 N B & R AR T Th BB .
5.2.2.4 RESZN
B ki A& R E AR ThAE, BB ARERNT -
a) By kEEMELRIENEEET URL MyjREH;
b) B k% R % 4 SR B I f & 2 T o F R4 8 Subject, To,From 3R #4757 R 424l .
5.2.2.5 FRf®E
7R ER R & A B B K R4 DNS Bl a9 R AU,
5.2.2.6 NAT
5 A E A BB KRR R NAT hee, R ARERIT :
a) BHKIEM KR HA SNAT HR, LH“L X LK SNAT;
b)  BhKHER X R DNAT AR, LB “EXF £ 71 DNAT,
5.2.2.7 IP/MAC it 5%
B k3% BB 4% TP/MAC stiiik 48 2 Dh 68, RE AR ZR T -
a) BiAIENEZFFANRERRFITHE IP/MAC Hilk;
b) B kKSR REMS RN IP it ¥ A, AR 1P Hhhk 49 E VL0 B KR8 &R 1A,
5.2.2.8 BhAFHMO ' ' '
B ok 3% BB 4% S A FF O D Zh BB, SR E A g sh i FTP.
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5.2.2.9 S$KBEEEH
ﬁﬁzAmﬁEﬁM%ﬁmczA%%M%%n;%Amﬁm%ﬁujzADMZMéﬁunw%
Kb R LA SR R e T BB, RA AR ERWMT .
a) B XM EESREREARE BN FARD AREREIZPESABARTSFSEKRRE
B B SRR
b) BiAEREBIRELZ M KER A T HEREBEEZERHFER.
5.2.2.10 #xEE
B K 355 B EL A B ER LD B8 RE S AR 1B 22 2 e P B T IR E M R/NBR R B P O ok A TR .

5.2.2. N

WA &

B 8 L R A LA & DO R AR AR B SR 0F

a) BB R R AR . 2 F 0 ik B B T R B A R A, A B KO R R B
REFHEE LB KT T

b) FERHEIT, By AHE T R VRRP #hill.

o) TEFEPIEAT B KA X HF STP hill.

5.2.2.12

ko

B kL A RBRHEINRE BB REL LR NARBIERZEMEFEL.
5.2.2.13 &&wWit

By kBB R &R LW I IEE, RS AZERIT .

a) IEREMHERE

D
2)

BREFEN, BENASEREASGHNEINRKBERE;
A 3o B K 35 7 GE B B B9 F 38 SR Ak

b) HEAZE

1)
2)
¢ H
1)
2)
3)
4)

BN O L AIAER R 2R I0E R KM, A ETE R KA R R M RE ;
Xt 2 54 0 B K 5 R B R B R R R AT R AR SR

oLt

B K BE R X FFIE H S M ERE DR KAERHTT
B kBRI R S EETREEASE;

B k3 B 32 3 H 7SBS0 F A R AR R A DI BE 5
HEMZTUREDH SRS S LEFEH,

5.2.2.14 &8
BikiE R A HSERIEE, RERARERNT
a) MXBEREEF.USBHRSESGLHEBBIE;
b) HHEFNERT—ATREMNLEINRBEKKEUS BT AERLILAEENRA RIS
R
) BIABEAS—IMNENBRNEER AIEEN.FVMAFRE—EE—HIRTELER
R RLRE; '
O ERGEE S, WS P AN 6 6 E RN E R L 2
e) Bl K3 (] B AT HE B AR W 9 B AR A 0 R 48 B TR A I T BE
5.2.3 ZRFRINEER
5.2.3.1 IhEEERII%
ZHERBREHE— R RNIIREER SN, BT MR 3 R IIREE R,
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R3 ZHFREMOTHEERAE

ThRE4r 3 MEBH A ER
R ET OHERR B VTR )

KEQRN HEETFHPRTREH
EHRETREBFOV RS

B FARE XFEEUNBARE
L H. 323 il B M S W

SHAFFBEHO 32 HF SQL * NET 348 FE i
¥ # VLAN

HFRER ERBSEFRERER

ML R BRI B UL

R ERERIEEINRRYE
X # TPSec thill

VPN XRBI AR AR AR ER P AR VPN

X# VPN AGE
MEREAREREFSEREHNEENERAE

R X H S HAb & £ 7 & s P R 3h
XREFHELETHHSHEF

. X F T Y [ B 3w AT O A4
X R B RS AENH

W FERHEYFEEIN TR
XREEAPURA S

5.2.3.2 EESR{
B ki L B R BRI T8, BB ARERNT
a) B ACHE % 4 S W O 4 A 2 T 0 S R i e 4
b) B B2 4 G AL A BT R U IR
O BIABEMEARBTCAETLEEFOWEISH, X HTTP W38 & F 654 F ST %
R,
5.2.3.3 MARR
MERARERME SR AN A& BEAAAEIEE, X & HTTP.FTP, TELNET. SMTP,
POP3 f1 DNS &5,
5.2.3.4 EhEFH®O
B K3 7 B S A TR O Th B, BAE RER T .
a) B KHER R H. 323 PR ST RSIL;
b) By k¥R SQL » NET $UEFE il
c)  BH:KHERIZ R VLAN #hill.
5.2.3.5 ¥EER
BN ASNEEENE, EERERSER NSRBI SR NS AOEE.
5.2.3.6 W #HE
B K5 R EL A 2 FEE RS A0 LIS ThBE, 2 B KBS B AR R R A T B3k IE
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# TAERE, £ B O R B i & BUIE B B KO AT TR

5. 2.

5.2.

5.2

5.2.

5.2.

5.3

5.3.

5.3

3.7 HEHHE
%k%fﬂ%%?%ﬁl%&ﬁmﬁﬁﬂﬁm%1%&5A%X%%%mﬂiww&ﬂ%m%
3.8 VPN
B k5 ET A4 VPN ThRE, BAH RBRWT .
a) By kHE R X35 IPSec AU EE R E VPN,
b) B KSR SRR B KR BB KISV AR KB E R P RAMIE R VPN;
o) By kR X B EEHM X 509 FFUE BB AEF R ORFFT VPN WAE;
d BJOEFERANNEREMBIERERNASEREREENEXAE.
3.9 thEBEZ
B kiS A& S5 HME L™K RIBKSIDIEE (B nS IDS), REBEARERMT -
a) PiAENEE—-ENER2BUSRAZEREK, HFXHFFIEEHFARELEKS
T ;
b) B kR 7R RIBR BN ET X S R B R & ST H L.
3.10 R&wWit
Bk REREH T, RAEEARERNT .
a) Bl kO L I0 % U [R] B B e RE AT N A
b) Bk AEFHEER BJOENERRMENNEZLERE  AFMEEARE ETRBHRE
FPENHEHBRMARETHEEL.
3.1 HRE
B KRR & EHINGE, RIEERNT .
a) XRESIBESFEYRTEENTRXNEERSHERN; ,
b) %k%ﬁiﬁ“ﬂmﬂmmﬁEm%ﬁﬁﬁ¢%ﬁﬂ%%k%%&&é%%%ﬂﬁﬁﬁ
AEEEMNRSE. -
HEEER
1 FHE
B kR FEH B MAR EEHB KSR AR, REERERDT.
a) BHiABAERE—-ZAFRAUAMAEZBHHERT MEBMEFLEIER:
D %t 64 FHEM, TIKME IEB K8 A D FREM 20% , F I8 B FIE LA _E B K38 B A /D
FLREH 35%;
2) Sts12FHRKE, HIRME KB KN AR/NFRER 70%, FIERFICLL LB k5 R
CRNFLEM 80%;
:3) 3t 1518 FH KA, TIRFE IKB K8 AR/NFLRER 90% , T IE KX FIKLL LB A3 RLA
INTFLRER 5%,
b) ZEHMABEEEHMANUCREMN 200 RFOWBERT . BHAENELHETRYEAKXTESR
HEK 3%, <

.2 &R

B ok 3% £ 3B R LR [R) B 2R (0 B KB R BT AR, BB IE AR SR A F -

a) TIEBFAIEM R KERAREE 1 ms;

b) HEIKB AR KERARN BT 500 ps;

o) FIRRTIELA BB kb A B K IR R R 90 pess

& ZER MK EE U ] EL U CR Rl # 200 R4 BT 0L T » Bh k8 S8 B 32 B9 8 W L A K TR
RH 3%,
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5.3.

3 BAHZERH
BARH K EBRBRAARF B R BB KEE AR, RIARERERIT .
a) HIRBFAOER R K I REZBBIA/NT 1 000 45

- b) EIRB KM R K I R E B/ TF 10 000 45

5.3.

o) FIRETFIELAE BT KSR R K3 R EBBBIA/NT 100 000 4,
4 BREREZE

BRAEEERAARERAB K EH AR, REEARERNT

a) TR KRB BKERERGA/NTER 500 1

b) IR Bl K Y B R B RN AN TR 1500 15

o) FIREFIRL LB KEMRKEEEENA/NTEER 5 000 1,

5.4 REER
541 —RFRREER
5411 REERIIR
—H MR EERBE 1B EHR.
R4 —BrErRREERAE
Bene REBR
W& FEAR KRS RS R E
- B AT R D27 R
IR 1P s ik K IR T i
&8 IP B i BBk
EERABHH EBRABADHETTH
SR XERREFRBERONER S
XERGENATEME PR LT
F2RBKE D RIATH RS
FEEH XK ASEEEAEEE
BHEREHAE
5.4.1.2 figiE

5.4,

5.4.

5. 4.

10

Bk RE—EMRBTLERT, AEERERNT .

a) REGEHEM Syn Flood.Ping of Death 1 UDP Flood &R A MIE4 RS EH . G A S HB L2
R PI% Z B Wit 5

b) BEBE AT RO AMITR;

¢ HEBIKMIE IP Mk K IR U

d) BESIKM PR BRI,

1.3 BEERBRHE

B KB R R EA T RABHEE S, RSB RBN AT RHTN.

1.4 XEERG

BB NEEXBERENBEE N FTHARER.

a) BMRAEAXERZAREEROMERS;

b) . AEEMBEBAENRER JELERSFMEREAMBENELER.

1.5 FEEEXRHM

By KOS FEAE I Sk (LN BRAT 600 RV BEEHE S5, R T HEARER.
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a) TR E B RVLATHRE;
- b)) HEREARSLER:
o EEMRABAINIE.
5.2 ZRTER/RELER
5.4.2.1 REERIK
CHERREHRE RSN RLERI AT MME S FIRHELER,
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